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Introduction
In this chapter we discuss the relationship between privacy and freedom of expression in Europe. The two rights have equal weight, says the European Court of Human Rights. It depends on the circumstances of a case which right should prevail.
For readers who are not familiar with the complex legal order in Europe, we introduce the Council of Europe and its European Court of Human Rights (Section 2), and the European Union and its Court of Justice (Section 3). We discuss how those two courts deal with privacy and freedom of expression. In Section 4 we illustrate the tension between the two rights with the judgment of the Court of Justice of the European Union in the Google Spain case, sometimes called the 'right to be forgotten' case. The court decided in Google Spain that people have, under certain conditions, the right to have search results for their name delisted.
Section 5 describes developments about delisting requests since the Google Spain case. Section 6 concludes: delisting requests illustrate that a case-by-case analysis is required when balancing privacy and freedom of expression. We can expect much more case law, providing guidance on how to strike the balance.
In this chapter, we focus mostly on how the two most important European courts deal with balancing privacy and freedom of expression. 2 Regarding delisting requests, we focus on the Google Spain judgment and its aftermath. The right to erasure ('to be forgotten') in the General Data Protection Regulation, 3 applicable from 2018, is outside the scope of this chapter. 4 The chapter incorporates and expands ideas we developed in earlier work.
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The Council of Europe and its European Court of Human Rights
The Council of Europe, founded in 1949 just after the Second World War, is the most important human rights organisation in Europe. It is based in Strasbourg and now has 47 Member States. 6 In 1950, the Council of Europe adopted the European Convention on Human Rights. 7 The Council of Europe also set up a court: the European Court of . 6 Council of Europe, 'Who We Are' <www.coe.int/en/web/about-us/who-we-are>, accessed 31 January 2017. 7 European Convention on Human Rights [1950] .
Human Rights, based in Strasbourg. That court rules on alleged violations of the rights in the European Convention on Human Rights. 8
Privacy
The European Convention on Human Rights contains a right to privacy (Article 8) 9 and a right to freedom of expression (Article 10). Article 8 of the Convention protects the right to private life. (In this chapter we use 'privacy' and 'private life' interchangeably.
10
) Article 8 is structured as follows: interferences with the right to privacy are prohibited in principle. Yet, paragraph 2 shows that this prohibition is not absolute. In many cases the right to privacy can be limited by other interests, such as public safety, or for the rights of others, such as freedom of expression. Article 8 reads as follows.
1. Everyone has the right to respect for his private and family life, his home and his correspondence 2. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.
The European Court of Human Rights interprets the right to privacy generously, and refuses to define the ambit of the right. In several cases, the court acknowledged that people also have a right to privacy when they are in public, such as in restaurants 15 or on the street. 16 The court's dynamic approach has been called the 'living instrument doctrine'. 17 The living instrument doctrine could be seen as the opposite of the US doctrine of originalism. The latter doctrine entails that the US Constitution is to be interpreted according to the original meaning that it had at the time of ratification. 18 In sum, the European Court of Human
Rights gives extensive protection to the right to privacy interests, but the right is not absolute.
Freedom of expression
The right to freedom of expression is protected in Article 10 of the European And if a publication concerns a politician or a similar public figure, rather than an ordinary citizen, the European Court of Human Rights is more likely to rule that freedom of expression outweighs privacy. 27 The court summarises the main criteria as follows:
'where the right to freedom of expression is being balanced against the right to respect for private life, the relevant criteria in the balancing exercise include the following elements:
contribution to a debate of general interest, how well known the person concerned is, the subject of the report, the prior conduct of the person concerned, the method of obtaining the information and its veracity, the content, form and Such are the demands of pluralism, tolerance and broadmindedness without which there is no 'democratic society'. As set forth in Article 10, freedom of expression is subject to exceptions, which must, however, be construed strictly, and the need for any restrictions must be established convincingly.
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The European Court of Human Rights reaffirms that freedom of expression can be limited in view of the rights of others, such as privacy. The court agrees with the German courts' assessment that Springer's sole interest in writing about the actor was that he was a well-known actor who was arrested. However, the court emphasises that he was arrested in public, during the Oktoberfest. The court notes that the actor had revealed details about his private life in a number of interviews. Therefore, his legitimate expectation of privacy was reduced. 34 Moreover, the publications had a sufficient factual basis.
According to the court, a balancing exercise was needed between the publisher's right to freedom of expression, and the actor's right to privacy. The court says 'there is nothing to suggest that such a balancing exercise was not undertaken' by Springer. As
Springer had received the information about the actor from the police, it did not have strong grounds for believing that it should preserve his anonymity. Therefore, says the court, Springer did not act in bad faith. Additionally, Springer's publications did not 'reveal details about [the actor's] private life, but mainly concerned the circumstances of and events following his arrest'. 35 Nor did the publications contain disparaging expression or unsubstantiated allegation.
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Regarding the severity of the sanctions imposed on Springer, the court notes that 'although these were lenient, they were capable of having a chilling effect on the applicant company. In conclusion, the European Convention on Human Rights protects both privacy and freedom of expression. The Convention's privacy and freedom of expression rights can have a horizontal effect, which means that these rights are also relevant in disputes among citizens. The European Court of Human Rights says privacy and freedom of expression are equally important.
The European Union and its Court of Justice
The European Union has its origin in the European Coal and Steel Community, which The EU itself is not a party to the European Convention of Human Rights. 40 However, each of the EU member states is also a member of the Council of Europe, and must thus also adhere to the Convention on Human Rights.
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The Court of Justice of the European Union is one of the core EU institutions, and is based in Luxembourg. 42 National judges in the EU can, and in some cases must, ask 
Privacy and freedom of expression
The Charter contains a right to privacy and a right to freedom of expression that 
Data protection law
Article 8 of the Charter of Fundamental Rights of the European Union grants people the right to protection of personal data:
1. Everyone has the right to the protection of personal data concerning him or her.
2. Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law. Everyone has the right of access to data which has been collected concerning him or her, and the right to have it rectified.
3. Compliance with these rules shall be subject to control by an independent authority.
Since the 1990s, the EU has played an important role in the field of data protection law. Data protection law was developed in response to the increasing amounts of personal information that were gathered by the state and large companies, typically using computers. 52 In the 1970s, several European countries adopted data protection laws. Some of those national data protection laws contained restrictions on the export of personal data. National lawmakers wanted to prevent that their citizen's data would be exported to countries without sufficient legal protection of personal data. EU data protection law grants rights to people whose data are being processed (data subjects), 63 and imposes obligations on parties that process personal data (data controllers). 64 The Data Protection Directive contains principles for fair data processing, comparable to the Fair Information Practice Principles. 65 For instance, personal data must be processed lawfully, fairly and transparently (lawfulness, fairness and transparency). 66 Personal data that are collected for one purpose may not be used for incompatible purposes (purpose limitation). 67 Data must be adequate, relevant and limited to what is necessary in relation to the processing purposes (data minimisation). 68 Data must be 'accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay' (accuracy). 69 Data must be 'kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed' (storage limitation). 70 Appropriate security of personal data must be ensured (integrity and confidentiality).
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In 2018 the General Data Protection Regulation (GDPR) will replace the Data Protection Directive. While based on the same principles as the Directive, the Regulation brings significant changes. For instance, unlike a directive, a regulation has direct effect. A regulation thus does not have to be implemented in the national laws of the member states to be effective. 72 Hence, the Regulation should lead to a more harmonised regime in the European Union. 73 The Regulation aims to improve compliance and enforcement. Under the Regulation, Data Protection Authorities can, in some situations, impose fines for non-compliance of up to 4% of a company's worldwide turnover.
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The Charter's right to protection of personal data and the right to privacy partly overlap. But in some respects, the right to protection of personal data has a broader scope than the right to privacy. The right to protection of personal data, and data protection law, apply as soon as personal data -any data relating to an identifiable person -are processed. Data protection law aims to ensure fairness when personal data are processed: such data must be processed 'lawfully, fairly and in a transparent manner in relation to the data subject'. 75 Data protection law deals with 'information privacy' 76 and 'data privacy', 77 but it also aims, for instance, to protect people against discriminatory effects of data processing.
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In some respects, privacy has a broader scope than data protection law. The Court of Justice of the European Union says that search engine operators process personal data if they index, store, and refer to personal data available on the web.
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Moreover, the court sees search engine operators as 'data controllers' in respect of this processing. 87 Data controllers must comply with data protection law. The court also reaffirms that data protection law applies to personal data that are already public.
The Data Protection Directive contains provisions that aim to balance data protection interests and freedom of expression. For example, the directive provides for an exception for data that are processed for journalistic purposes or artistic and literary expression, if 'necessary to reconcile the right to privacy with the rules governing freedom of expression.' 88 But the court states that a search engine operator cannot rely on the exception in data protection law for data processing for journalistic purposes. 
Directive and the privacy and data protection rights of the Charter of Fundamental
Rights of the European Union. 90 More specifically, the court bases its decision on the Data Protection Directive's provisions that grant data subjects, under certain conditions, the right to request erasure of personal data, and the right to object to processing personal data. 91 The Data Protection Directive grants every data subject the right to correct or erase personal data that are not processed in conformity with the directive. 92 In Google Spain, the court clarifies that not only inaccurate data can lead to such unconformity, but also data that are 'inadequate, irrelevant or no longer relevant, or excessive' in relation to the processing purposes, for instance because the data have been stored longer than necessary. 93 In such cases, a search engine operator must delist the result at the request of the data subject.
The Google Spain judgment focuses on searches based on people's names. For instance, a search engine may have to delist an article announcing a public auction of a house at 10 Eye Street for a search for 'John Doe' who is mentioned in the article.
But after a successful delisting request of John Doe, the search engine can still legally refer to the same article when somebody searches for '10 Eye Street'. Making a publication harder to find, but only for searches based on a name, reintroduces some practical obscurity: the information is still available, but not as easily accessible in relation to the person's name. 94 The Court of Justice of the European Union says in Google Spain that a 'fair balance' must be struck between the searchers' legitimate interests, and the data subject's privacy and data protection rights. 95 However, the court says that the data subject's privacy and data protection rights override, 'as a rule', the search engine operator's economic interests, and the public's interest in finding information. 96 With that 'rule', In sum, the Court of Justice of the European Union recognised a right to be delisted.
The right to be delisted requires from search engine operators that they delist, at the request of a data subject, outdated search results for name searches. But national courts and data protection authorities must decide on actual delisting requests. In the next section, we discuss how Google, Data Protection Authorities, and courts deal with delisting requests after the Google Spain judgment.
5
After the Google Spain judgment
Google
After the Google Spain judgment, Google created an online form that enables people to request the delisting of particular results for searches on their name. 103 If such a request is made, Google will 'balance the privacy rights of the individual with the public's interest to know and the right to distribute information.' 104 Google will look at 'whether the results include outdated information about you, as well as whether there's a public interest in the information -for example, we may decline to remove certain information about financial scams, professional malpractice, criminal convictions, or public conduct of government officials.' 105 Between fifty and one hundred people are working fulltime at Google to deal with delisting requests.
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As of January 2017, Google received over 680.000 requests and has evaluated more than 1.8 million URLs. Google has delisted roughly 43% of those URLs. 107 The top ten sites impacted by delisting requests include Facebook, YouTube, Twitter, and
Profile Engine (a site that crawls Facebook).
Google gives 23 examples of how it dealt with delisting requests. Examples of granted requests, quoted from Google, include:
-An individual who was convicted of a serious crime in the last five years but whose conviction was quashed on appeal asked us to remove an article about the incident.
-A woman requested that we remove pages from search results showing her address.
-A victim of rape asked us to remove a link to a newspaper article about the crime.
-A man asked that we remove a link to a news summary of a local magistrate's decisions that included the man's guilty verdict. Under the UK Rehabilitation of Offenders Act, this conviction has been spent. 108 Hence, in all these cases Google delisted the search result for the individual's name.
Indeed, delisting seems appropriate in these cases. 
Examples of denied requests include:
-We received a request from a former clergyman to remove 2 links to articles covering an investigation of sexual abuse accusations while in his professional capacity.
-An individual asked us to remove a link to a copy of an official state document published by a state authority reporting on the acts of fraud committed by the individual.
-An individual asked us to remove links to articles on the internet that reference his dismissal for sexual crimes committed on the job.
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In all these cases, Google denied the request. Again, that seems appropriate.
The examples suggest that Google does a reasonable job when dealing with delisting requests. However, Google could be more transparent about how it deals with delisting requests. As noted, Google delisted almost 700.000 URLs. It is unclear whether those URLs concerned news articles, blog posts, or revenge porn. We do not know whether requests mainly come from ordinary citizens, politicians, or criminals. 
Public registers and open data
The The coming years, we can expect many types of personal data to be made accessible and online. For instance, through open data initiatives, public registers that used to be protected by practical obscurity, are sometimes published on the web. If a public register is published online, its data can be collected and republished by data brokers, journalists, search engines, and others. Such data re-use can serve important goals, such as fostering transparency, innovation, and public sector efficiency. However, data re-use can also threaten privacy. 120 Difficult questions regarding the balance between privacy and the freedom to impart and receive information are inevitable.
Sensitive data
The Google Spain judgment has caused a problem regarding search engine operators and 'special categories of data'. Such special categories of data are 'personal data 123 For brevity, we refer to 'sensitive data', rather than to special categories of data.
As noted, the Court of Justice of the European Union chose to see search engines operator as data controllers when they index, store, and refer to personal data on websites. That choice has caused a problem with sensitive data.
The Data Protection Directive only allows personal data processing if the controller can rely on a legal basis for processing. 124 In Google Spain, the Court of Justice of the European Union ruled that, for the processing at issue, a search engine could rely on the legitimate interests provision. 125 This provision, also called the balancing provision, permits processing if the controller's legitimate interests, or those of a third party, outweigh the data subject's fundamental rights.
However, this balancing provision does not apply to processing sensitive data. The processing of sensitive data is only allowed after the data subject gave his or her explicit consent -unless a specified exception applies. 126 (In some member states, data subjects cannot override the in-principle prohibition of processing sensitive data by giving their explicit consent. 
Territorial scope of delisting requests
The territorial aspects of the right to be delisted are contentious. 133 Google chose to delist search results only on its European domains (e.g. google.de or google.fr).
Hence, Google did not delist search results on its google.com domain. 134 The Article 29 Working Party, however, says that 'limiting de-listing to EU domains on the grounds that users tend to access search engines via their national domains cannot be considered a sufficient mean to satisfactorily guarantee the rights of data subjects according to the [Google Spain] ruling.' 135 On the one hand, it is difficult to defend that the domain name of a search engine website should be the main factor when deciding which national law applies. If such reasoning were adopted, a search engine operator could easily escape the application of national laws by opting for a particular domain name. 136 On the other hand, 
